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Questions
Cyber Crimes
1. The chain of custody refers to the forensic link or the chronological documentation or the paper trail of electronic evidence (Lone & Mir, 2018). The documentation contains the information of all the individuals who handled the computer system or network, details about the date and time when they handled the evidence, the actions or events triggered and, in some cases, the reasons why the individual accessed the information. Through the chain of custody, it is easier to understand to get the log of all the activities that were done on the system or the computer network and be able to understand the way the activities affected the operations of the network or system. 
2. A bit stream copy is a copy of the original storage medium, the copy of the original storage media is done in a bit by bit manner meaning that it creates a similar or exact copy, just like the original copy (Hughes et al., 2018). The bit stream copy is also referred to as a mirror image or the mirror image backup. Bit stream copying allows the replication of all the sectors of a storage data making it possible for an individual to have a backup of the files. It is easier to have a copy of the data that is stored so that recovery can be easy in case the data is destroyed or stolen. 
3. The Hash values are also referred to as Checksum or Hashes and they are a string of a particular length that are used in the calculation of the Hashing Algorithm. Hash values play an important role when investigations about a particular cyber security attack have been done. Hashing all the pieces of evidence collected from the disk image allows all the investigation events to be replicated (Garnett, Winter & Simpson, 2018). Hashing of the evidence details in the disk allows law enforcement authorities to verify that the evidence that was collected was not interfered with. Hash values are also used in the calculation of the Hashing Algorithms. This is important as it ensures that there is an extra layer of security applied on the system and the attackers will not be able to hack into the system easily.
4. Metadata refers to the details that are provided about the different aspects of the data that is being accessed. The Metadata is essential as it allows the summarizing of the important details about particular data that is found within a particular storage device or database. Metadata allows individuals to easily track specific data within a storage device and it also allows individuals to be able to select and work with particular data within the database or the storage device. Some of the examples of the details which are contained in the metadata files include; the date when the data was stored in the system or when the data was last modified and the purpose of the data and the means that were used to create the data. 
5. Live acquisition refers to the process of directly acquiring or retrieving data from a device that is digital using the normal interface that has been developed for the device. For instance, live acquisition occurs when an individual switch on a computer and runs applications through the applications that are found within the operating system. From this example, it can be seen that data is directly accessed from the digital device or the computer through the interface that has been developed for the computer; that is the operating system. Through live acquisition, it is easy to select the data that is required, and transfer it faster as compared to the other forms of data transfer. 



Ethical Hacking
1. In ethical hacking, confidentiality refers to the process of only allowing the users who are authorized to access the system or the computer network. The main aim of making sure that the data is protected or kept confidential is protecting the data from getting to the hands of the wrong people. In some cases, security breaches might lead to the leaking of sensitive information to the hackers, using such information, cyber-criminal activities such as identity theft and impersonation might be done causing adverse effects. Confidentiality also makes sure that the privacy of the system users is protected from any form of breaches (Thomas, Burmeister& Low, 2018). One of the best ways of maintaining confidentiality is through the encryption of the data stored in the computer system or network. 
2. Data integrity is the process of making sure that the accuracy or the correctness of the data when the data is being moved, when the data is being processed or when the data is being stored. Data integrity guarantees that data is trust worthy and that it is not tampered with in any way. The attribute of data integrity makes sure that the data is properly stored, processed and moved and that there are no unauthorized individuals accessing the data. A proper example of systems that have been established to make sure that data integrity is maintained include the digital signature that is provided by RSA and SHA1 Hash values. 
3. Availability refers to the access of data that is given to the individuals that are authorized when the individual requests for the data. Availability it the guarantee that the data will be available or able to accessed when it is required by the individual that is authorized (Berger & Jones, 2016). To make sure that data is available, proper measures have to be taken to make sure that the data is well protected, backed up and in case there is an issue, the data recovery procedures need to be well defined. Measures which are put in place to make sure that data is available to authorized users also ensure that the data is protected. 
4. Authentication is allowing for the verification of the different details about the transactions of the data and making sure that they are genuine. Through this attribute, it is possible to make sure that the data which is being processed or transacted is genuine and that only the individuals who have been authorized to access the data access the data as needed. To make sure that authentication is well conducted; login mechanisms have to be put in place to verify the authenticity of the individuals who are accessing the network or the computer system. Through the logging in interface, individuals who are not authorized to use the system are locked out.
5. [bookmark: _GoBack]Non-repudiation is an attribute that is used to make sure that an individual is responsible for the data that he or she sends and receives. Non-repudiation attribute is used to make sure that only genuine data is transacted across a computer network or computer system (Berger & Jones, 2016). Through proper mechanisms, an individual cannot be able to deny the involvement in sending or receiving information in future as this attribute documents all the transactions which are done on the system. Through this attribute, it is easier to hold the different individuals who use the computer system or network responsible for the actions that they do.
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